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DNNs: the good in fitting...

Figure: DNN Training curves on CIFAR10, from [1]

◦ Empirical risk minimization

f̂ := arg min
f∈F

{
1
n

n∑
i=1

ℓ
(

fw(xi), yi

)}
◦ Benign overfitting [2]
▶ model complex enough to fit random labels
▶ zero training error and low test error
▶ outside the scope of classical bias-variance tradeoff
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DNNs: the bad in robustness...

(a) Invisibility [3] (b) Stop sign classified as 45 mph sign [4]
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Adversarial training [6, 7, 8]

min
w

{
1
n

n∑
i=1

[
max

x′
i
∈Bδ,∞(xi)

ℓ
(

fw(x′
i), yi

)]}
with the perturbation ball Bδ,∞(x) = {x′ : ∥x − x′∥∞ ≤ δ}

Figure: Results on CIFAR-10 with δ = 8/255 [5].

Observations:
▶ robust overfitting: overfitting on adversarial

training data harms the robust generalization
▶ robust generalization gap: gap between

standard/robust generalization error
▶ robust-accuracy trade-off: adversarial training

obtains a robust model but clean accuracy drops
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Motivation: classify separated sets

◦ ϵ-separated property for real datasets: input data points from different classes have at least 2ϵ distance in the
pixel space.

Figure: The class separation in image data.
source from [9].

perturbation ϵ Train-Train Test-Train
MNIST 0.1 0.737 0.812
CIFAR-10 0.031 0.212 0.220
SVHN 0.031 0.094 0.110
ResImageNet 0.005 0.180 0.224

Table: Separation of real data under typical perturbation radii. [9]
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Motivation: classify separated sets

Theorem (Curse of dimensionality [10])
A ReLU DNN requires parameters N = Ω(ϵ−d) to classify any two ϵ-separated sets A, B ⊆ [0, 1]d.

Question: Can overfitted DNNs in adversarial train-
ing generalize with a reasonable model complexity?

existence

statistically

approximation optimization

computationally

generalization

Slide 6/ 24



Motivation: classify separated sets

Theorem (Curse of dimensionality [10])
A ReLU DNN requires parameters N = Ω(ϵ−d) to classify any two ϵ-separated sets A, B ⊆ [0, 1]d.

Question: Can overfitted DNNs in adversarial train-
ing generalize with a reasonable model complexity?

existence

statistically

approximation optimization

computationally

generalization

Slide 6/ 24



Motivation: classify separated sets

Theorem (Curse of dimensionality [10])
A ReLU DNN requires parameters N = Ω(ϵ−d) to classify any two ϵ-separated sets A, B ⊆ [0, 1]d.

Question: Can overfitted DNNs in adversarial train-
ing generalize with a reasonable model complexity?

existence

statistically

approximation optimization

computationally

generalization

Slide 6/ 24



Preliminary: statistical learning theory (regression)

◦ Empirical risk minimization

f̂ := arg min
f∈F

{
1
n

n∑
i=1

(
fw(xi) − yi

)2

}
◦ approximate the target function
fρ := arg minf∈F E(f)
◦ the expected risk

E(f) := E(x,y)∼ρ(fw(x) − y)2

▶ excess risk E(f̂) − E(fρ)
▶ using the squared loss: ∥f̂ − fρ∥2

ρ

◦ Empirical adversarial risk minimization

f̂over = arg min
f∈F

{
1
n

n∑
i=1

max
x′

i
∈Bδ,∞(xi)

(
f(x′

i) − yi

)2

}
◦ approximate the robust target function
fδ

ρ (x) := arg minf∈F Eδ(f)
◦ the robust expected risk

Eδ(f) := E(x,y)∼ρ max
x′∈Bδ,∞(x)

(
fw(x′) − y

)2

◦ robust excess risk: Eδ(f̂over) − Eδ(fδ
ρ )
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Assumptions

Assumption (source condition)
fρ ∈ W α

∞(X), i.e., the α-Hölder continuous functions W α
∞(X) with α > 0.

∥f∥W α
∞ = ∥f∥∞ + |f |W α

∞ with |f |W α
∞ = sup

x,y

|f(x) − f(y)|
∥x − y∥α

2
.

Assumption (non-irregularity of ρX)

Φρ := {ρX : ρX has bounded support and absolutely continuous}

Remark: consistency between L1(X) and L1
ρX

(X) by introducing identity mapping Jρ, J̄ρ

Separation distance

For separated data X = {xi}n
i=1 in [0, 1]d, we have

qX :=
1
2

min
i,j

∥xi − xj∥∞ ≤ n− 1
d . [11]
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Standard genralization error under adversarial training

Theorem (standard generalization (Shi, Liu, Cao, Suykens, 2024))
Assume fρ ∈ W α

∞(X ) with α > 0, ρX ∈ Φρ is non-irregular. If δ < min
{

qX
3 , n

− 2α
(2α+d)d

− 1
d

}
, then ∃f̂over

with depth L = O (log n), and width m1 = O (nd), m2, . . . , mL = O (log n), such that

sup
fρ∈W α

∞(X ),ρX ∈Φρ

E
[
E
(

f̂over
)

− E (fρ)
]
≲

(
n

log n

)− 2α
2α+d

.

Textbook results (optimal rates of convergence) on Hölder space [12]

inf
f̂∈F

sup
fρ∈W α

∞(X ),ρX ∈Φρ

E
[
E(f̂) − E(fρ)

]
= Θ

(
n

− 2α
2α+d

)
.

▶ construction based on ρ and data
▶ linear over-parameterization is enough
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Robust overfitting: upper bound
◦ Robust generalization of a function f is bounded by the sum of its standard generalization and robustness

Eδ(f) − Eδ(fδ
ρ ) ≤ Eδ(f) − E(f) + E(f) − E(fρ)

Theorem (robust generalization error (Shi, Liu, Cao, Suykens, 2024))
Assume fρ ∈ W α

∞([0, 1]d) with α ≥ 2, and ρX ∈ Φρ is non-irregular. If δ < qX
3 ≤ 1

3 n− 1
d , then there exist

infinitely many f̂over with
▶ depth L = O

(
log 1

δ

)
▶ width m1 = O

(
δ

− d
2α−2 log 1

δ
+ nd

)
, m2, . . . , mL = O

(
δ

− d
2α−2 log 1

δ

)
▶ non-zero free parameters O

(
δ

− d
2α−2 log 1

δ
+ nd

)
such that Êδ(f̂over

D ) = 0 and

E
[
Eδ(f̂over

D ) − Eδ(fδ
ρ )
]
≲ max

{√
dδ, (4δ)dn

}
.

Remark:
▶ δ is sufficiently small: δ < n

− 1
d−1 , we have robust excess risk ≲

√
dδ

▶ If 1
3 n

− 1
d−1 ≤ δ < qX

3 ≤ 1
3 n− 1

d , we have robust excess risk ≲ (4δ)dn
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Is construction optimal? - lower bound

Theorem (lower bound under the hinge loss (Shi, Liu, Cao, Suykens, 2024))
Under the same setting of the above theorem, denote σ2 as the variance of the label noise. For any adversarial
training global minimum f̂over

D of the empirical adversarial risk minimization algorithm over a DNN hypothesis

space with O
(

δ
− d

2α−2 log 1
δ

+ nd

)
non-zero free parameters, we have Êδ(f̂over

D ) = 0, and

E
[
Eδ(f̂over

D ) − Eδ(fδ
ρ )
]
≳ σ2(4δ)dn −

[
Eδ(fδ

ρ ) − E(fρ)
]

≳ σ2(4δ)dn −
√

dδ .

▶ Eδ(fδ
ρ ) − E(fρ) only depends on the distribution

▶ not optimal if δ < n
− 1

d−1

▶ optimal if n
− 1

d−1 ≤ δ < qX
3 ≤ 1

3 n− 1
d
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Summary: regression tasks

#parameters Upper bounds

standard generalization O(nd) Õ
(

n
− 2α

2α+d

)
robust generalization O

(
nd + δ

− d
2α−2 log 1

δ

)
O(

√
dδ) (if δ < n

− 1
d−1 )

O((4δ)dn) (otherwise)

▶ more parameters for robust solutions
▶ more smooth, less #params
▶ smaller perturbation, less #params

target function is smooth enough + perturbation is small enough

⇒ Avoid robust overfitting with a reasonable model complexity!
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(

n
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(
nd + δ
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2α−2 log 1

δ
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O(

√
dδ) (if δ < n

− 1
d−1 )

O((4δ)dn) (otherwise)

▶ more parameters for robust solutions
▶ more smooth, less #params
▶ smaller perturbation, less #params

◦ robust generalization gap by taking δ := n
− 2α

2α+d < n− 1
d

α > d
2(d−1) and α > 2 #parameters Upper bound

robust generalization Õ
(

nd + n
αd

(2α+d)(α−1)
)

O
(

n
− 2α

2α+d

)
◦ #parameters: Õ(nd + n

3
2 ) when taking α = 3

◦ #parameters: Õ(nd) when taking α ≥ Ω(
√

d).
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Preliminary: statistical learning theory (classification)

◦ Learn the Bayes rule

fc(x) =
{

1, if ρ(y = 1|x) ≥ ρ(y = −1|x) ,

−1, if ρ(y = 1|x) < ρ(y = −1|x) ,

◦ The standard misclassification error

R(f) :=
∫

Z
1{yf(x)=−1}dρ

◦ Empirical ϕ-risk minimization with surrogate loss ϕ

f̂D,ϕ = arg min
f∈F

{
1
n

n∑
i=1

ϕ (yif(xi))

}
◦ Excess misclassification error

R(sgn(f̂D,ϕ)) − R(fc)

◦ Learn the robust target function

fδ
c = arg min

f

Rδ(f)

◦ The robust misclassification error

Rδ(f) :=
∫

Z
max

x′∈Bδ,∞(x)
1{yf(x′)=−1}dρ

◦ Empirical robust ϕ-risk minimization

f̂over
D,ϕ = arg min

f∈F

{
1
n

n∑
i=1

max
x′

i
∈Bδ,∞(xi)

ϕ
(

yif(x′
i)
)}

◦ Robust excess risk:

Rδ(f̂over
D,ϕ ) − Rδ(fδ

c )

Slide 14/ 24



Preliminary: statistical learning theory (classification)

◦ Learn the Bayes rule

fc(x) =
{

1, if ρ(y = 1|x) ≥ ρ(y = −1|x) ,

−1, if ρ(y = 1|x) < ρ(y = −1|x) ,

◦ The standard misclassification error

R(f) :=
∫

Z
1{yf(x)=−1}dρ

◦ Empirical ϕ-risk minimization with surrogate loss ϕ

f̂D,ϕ = arg min
f∈F

{
1
n

n∑
i=1

ϕ (yif(xi))

}
◦ Excess misclassification error

R(sgn(f̂D,ϕ)) − R(fc)

◦ Learn the robust target function

fδ
c = arg min

f

Rδ(f)

◦ The robust misclassification error

Rδ(f) :=
∫

Z
max

x′∈Bδ,∞(x)
1{yf(x′)=−1}dρ

◦ Empirical robust ϕ-risk minimization

f̂over
D,ϕ = arg min

f∈F

{
1
n

n∑
i=1

max
x′

i
∈Bδ,∞(xi)

ϕ
(

yif(x′
i)
)}

◦ Robust excess risk:

Rδ(f̂over
D,ϕ ) − Rδ(fδ

c )

Slide 14/ 24



Additional assumptions

Assumption (well separated data)
Denote A = {x ∈ X : fc(x) = 1} and B = {x ∈ X : fc(x) = −1}, clearly we have X = A ∪ B. The two classes
are 2δ-separated if

∥xA − xB∥∞ ≥ 2δ, ∀xA ∈ A, xB ∈ B .

Assumption (regularity assumption and high confidence of the Bayes rule)
Denote η(x) := ρ(y = 1|x). We assume that η ∈ W α

∞(X ) with α ∈ N. Besides, there exists some arbitrary
small constant ζ > 0 such that

|η(x) − 0.5| > ζ, ∀x ∈ X .
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Robust overfitting: upper bound
◦ Robust misclassification of a classifier f is bounded by the sum of its standard misclassification and robustness

Rδ(f) − Rδ(fδ
c ) ≤ Rδ(f) − R(f) + R(f) − R(fc)

Theorem (robust misclassification error (Shi, Liu, Cao, Suykens, 2024))
Assume η ∈ W α

∞([0, 1]d) with α ∈ N, |η(x) − 0.5| > ζ, ∀x ∈ X for some artibtray small constant ζ, ρX ∈ Φρ

is non-irregular, and the two classes are 2δ-separtaed. If δ < qX
3 ≤ 1

3 n− 1
d , then there exist infinitely many

f̂over
D with
▶ depth L = O

(
log 1

ζ

)
▶ width m1 = O

(
ζ− d

α log 1
ζ

+ nd

)
, m2, . . . , mL = O

(
ζ− d

α log 1
ζ

)
▶ non-zero free parameters O

(
ζ− d

α log 1
ζ

+ n

)
such that Êϕ,δ

D (f̂over
D ) = 0 and

E
[
R
(

sgn
(

f̂over
D

))
− R(fc)

]
≲ (2δ)dn

E
[
Rδ
(

sgn
(

f̂over
D

))
− Rδ(fδ

c )
]
≲ (4δ)dn
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Is construction optimal? - lower bound

Theorem (lower bound under the hinge loss (Shi, Liu, Cao, Suykens, 2024))
Under the same setting of the above theorem, for any adversarial training global minimum f̂over

D of the

empirical adversarial risk minimization algorithm over a DNN hypothesis space with O
(

ζ− d
α log 1

ζ
+ nd

)
non-zero free parameters, we have Êϕ,δ

D (f̂over
D ) = 0, and

E
[
Rδ
(

sgn
(

f̂over
D

))
− Rδ(fδ

c )
]
≳ ζR(fc)(4δ)dn . (1)

▶ the robust misclassification error upper bound matches the lower bound
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Summary: classification tasks

Upper bound Lower bound

standard misclassification error O((2δ)dn)

robust misclassification error O((4δ)dn) O((4δ)dn)

▶ non-zero free parameters: O
(

ζ− d
α log 1

ζ
+ nd

)
▶ more smooth, better data quality, less #params

▶ a robust generalization gap exists

well-separated data with good quality + target function is smooth enough + perturbation is small enough

⇒ Avoid robust overfitting with a reasonable model complexity!
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Summary: classification tasks

well-separated data with good quality + target function is smooth enough + perturbation is small enough

⇒ Avoid robust overfitting!

Method Steps Source Accuracy
Natural - - 87.3%
FGSM - A 56.1%
PGD 7 A 50.0%
PGD 20 A 45.8%
CW 30 A 46.8%
FGSM - A’ 67.0%
PGD 7 A’ 64.2%
CW 30 A’ 78.7%
FGSM - Anat 85.6%
PGD 7 Anat 86.0%

Table 2: CIFAR10: Performance of the adversarially trained network against different adversaries
for ε = 8. For each model of attack we show the most effective attack in bold. The source networks
considered for the attack are: the network itself (A) (white-box attack), an independtly initialized
and trained copy of the network (A’), a copy of the network trained on natural examples (Anat).
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Figure 6: Performance of our adversarially trained networks against PGD adversaries of different 
strength. The MNIST and CIFAR10 networks were trained against ε = 0.3 and ε = 8 PGD `∞ 
adversaries respectively (the training ε is denoted with a red dashed lines in the `∞ plots). In the 
case of the MNIST adversarially trained networks, we also evaluate the performance of the Decision 
Boundary Attack (DBA) [4] with 2000 steps and PGD on standard and adversarially trained models. 
We observe that for ε less or equal to the value used during training, the performance is equal or 
better. For MNIST there is a sharp drop shortly after. Moreover, we observe that the performance 
of PGD on the MNIST `2-trained networks is poor and significantly overestimates the robustness
of the model. This is potentially due to the threshold filters learned by the model masking the loss 
gradients (the decision-based attack does not utilize gradients).

14

Slide 19/ 24

figure credit: (Madry et al.

2017)

https://arxiv.org/pdf/1706.06083.pdf
https://arxiv.org/pdf/1706.06083.pdf


Proof sketch: recall standard generalization error result

Theorem (standard generalization (Shi, Liu, Cao, Suykens, 2024))
Assume fρ ∈ W α

∞(X ) with α > 0, ρX ∈ Φρ is non-irregular. If δ < min
{

qX
3 , n

− 2α
(2α+d)d

− 1
d

}
, then ∃f̂over

with depth L = O (log n), and width m1 = O (nd), m2, . . . , mL = O (log n), such that

sup
fρ∈W α

∞(X ),ρX ∈Φρ

E
[
E
(

f̂over
)

− E (fρ)
]
≲

(
n

log n

)− 2α
2α+d

.
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Proof sketch: trapezoid-shaped function

Let θ, a, b ∈ R with a < b, denote the trapezoid-shaped function Tθ,a,b on R with a parameter 0 < θ ≤ 1 as

Ta,b,θ(t) :=
1
θ

{σ(t − a + θ) − σ(t − a) − σ(t − b) + σ(t − b − θ)} , t ∈ R .

For x = (x1, . . . , xd) ∈ Rd, define (a two-layer ReLU NN with the width 4d)

Γa,b,θ(x) := σ

(
d∑

k=1

Ta,b,θ (xk) − (d − 1)

)
=
{

1, if x ∈ [a, b]d.

0, if x < [a − θ, b + θ]d .

⇒ Γxi−δ,xi+δ,τ (x) =
{

1, if x ∈ [xi − δ, xi + δ]d

0, if x < [xi − δ − τ, xi + δ + τ ]d.

▶ choosing τ ≤ δ < qX
3 , we have Γxj −δ,xj +δ,τ (x) = 0 for all j , i.

▶ 1 −
∑n

i=1 Γxi−δ,xi+δ,τ (x) = 0
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Proof sketch: adversarial training error is zero

Lemma (product-gate property [13])
For any ϵ ∈ (0, 1), there exists a deep ReLU FNN ×̃ϵ : R2 → R with depth and free parameters O

(
log 1

ϵ

)
such

that ∣∣×̃ϵ(x1, x2) − x1x2
∣∣ ≤ ϵ, ∀x1, x2 ∈ [−1, 1].

Moreover, ×̃ϵ(x1, x2) = 0 if x1 = 0 or x2 = 0.

▶ construct student network

fstudent
D,δ,τ,ϵ (x) :=

n∑
i=1

yiΓxi−δ,xi+δ,τ (x) + c1×̃ϵ

(
funder

D (x)
c1

, 1 −
n∑

i=1

Γxi−δ,xi+δ,τ (x)

)
.

based on the teacher network funder
D that achieves near-optimal convergence rates through an

under-parameterized ERM algorithm

▶ ×̃ϵ

(
funder

D (x)
c1

, 1 −
∑n

i=1 Γxi−δ,xi+δ,τ (x)
)

= 0

▶ fstudent
D,δ,τ,ϵ (x) = yi, when x ∈ [xi − δ, xi + δ]d

Slide 22/ 24



Proof sketch: adversarial training error is zero

Lemma (product-gate property [13])
For any ϵ ∈ (0, 1), there exists a deep ReLU FNN ×̃ϵ : R2 → R with depth and free parameters O

(
log 1

ϵ

)
such

that ∣∣×̃ϵ(x1, x2) − x1x2
∣∣ ≤ ϵ, ∀x1, x2 ∈ [−1, 1].

Moreover, ×̃ϵ(x1, x2) = 0 if x1 = 0 or x2 = 0.

▶ construct student network

fstudent
D,δ,τ,ϵ (x) :=

n∑
i=1

yiΓxi−δ,xi+δ,τ (x) + c1×̃ϵ

(
funder

D (x)
c1

, 1 −
n∑

i=1

Γxi−δ,xi+δ,τ (x)

)
.

based on the teacher network funder
D that achieves near-optimal convergence rates through an

under-parameterized ERM algorithm

▶ ×̃ϵ

(
funder

D (x)
c1

, 1 −
∑n

i=1 Γxi−δ,xi+δ,τ (x)
)

= 0

▶ fstudent
D,δ,τ,ϵ (x) = yi, when x ∈ [xi − δ, xi + δ]d

Slide 22/ 24



Proof sketch: standard generalization error roadmap

excess risk supfρ∈Wα∞(X ),ρX∈Φρ

∥∥fstudent
D,δ,τ,ϵ − fρ

∥∥2

ρ

∥∥funder
D,δ,τ,ϵ − fρ

∥∥2

ρ

≲
(

n
logn

)− 2α
2α+d

by (Schmidt-Hieber, AoS20’)

configurations of under-parameterized deep ReLU NNs:
L ∼ logn, m1 ∼ n

d
2α+d , and m2,m3, . . .mL ∼ logn

∥∥fstudent
D,δ,τ,ϵ − funder

D

∥∥2

ρ

∥∥∥
(
funder
D,δ,τ,ϵ − fD,δ,τ

)2∥∥∥
L1

ρX (X)

∥Jρ∥
∥∥∥
(
funder
D,δ,τ,ϵ − fD,δ,τ

)2∥∥∥
L1(X )

≲ (4δ)dn

∥∥∥
(
fstudent
D,δ,τ,ϵ − fD,δ,τ

)2∥∥∥
L1

ρX (X)

∥Jρ∥
∥∥∥
(
fstudent
D,δ,τ,ϵ − fD,δ,τ

)2∥∥∥
L1(X )

∥∥∥
(
fstudent
D,δ,τ,ϵ − fD,δ,τ

)2∥∥∥
L∞(X )

≲ ϵ2

Figure 1: The roadmap of proofs.

1

▶ right side: textbook results for the teacher network funder
D
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Proof sketch: generalization error is small
▶ left side: introducing an intermediate term fD,δ,τ (x)

fstudent
D,δ,τ,ϵ (x) :=

n∑
i=1

yiΓxi−δ,xi+δ,τ (x)+c1×̃ϵ

(
funder

D (x)
c1

, 1 −
n∑

i=1

Γxi−δ,xi+δ,τ (x)

)

fD,δ,τ (x) :=
n∑

i=1

yiΓxi−δ,xi+δ,τ (x) + funder
D (x)

(
1 −

n∑
i=1

Γxi−δ,xi+δ,τ (x)

)

◦ left part: by the product-gate property

◦ right part: divide X into two parts

▶ when x ∈ X \
(

∪i∈{1,...,n}[xi − δ − τ, xi + δ + τ ]d
)

Γxi−δ,xi+δ,τ (x) = 0 for all i ⇒ fD,δ,τ (x) = funder
D (x)

▶ when x ∈ ∪i∈{1,...,n}[xi − δ − τ, xi + δ + τ ]d∥∥∥(fD,δ,τ − funder
D

)2
∥∥∥

L1(X )
=

n∑
i=1

∫
[xi−δ−τ,xi+δ+τ ]d

(
fD,δ,τ (x) − funder

D (x)
)2

dx ≤ (c1 + M)2 (4δ)dn
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